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Annex B

Cyber Resilience Strategy
RESPONDENT INFORMATION FORM
Please Note this form must be returned with your response to ensure that we handle your response appropriately

1. Name/Organisation

Organisation Name

	WithScotland


Title  
Mr  FORMCHECKBOX 

   Ms  FORMCHECKBOX 
   Mrs  FORMCHECKBOX 

   Miss  FORMCHECKBOX 
   Dr  FORMCHECKBOX 

       Please tick as appropriate
Surname

	     


Forename

	     


2. Postal Address

	University of Stirling 

	School of Social Sciences

	Colin Bell Building

	STIRLING

	Postcode  FORMTEXT 
FK94LA
	Phone 01786 46304
	Email WithScotland@stir.ac.uk


3. Permissions - I am responding as…
	
	
	
	Individual
	/
	Group/Organisation
	
	
	

	
	
	
	 FORMCHECKBOX 

	
	Please tick as appropriate
	
	 FORMCHECKBOX 

	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	(a)
	Do you agree to your response being made available to the public (in Scottish Government library and/or on the Scottish Government web site)?

Please tick as appropriate     FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	
	
(c)
	The name and address of your organisation will be made available to the public (in the Scottish Government library and/or on the Scottish Government web site).



	(b)
	Where confidentiality is not requested, we will make your responses available to the public on the following basis
	
	
	Are you content for your response to be made available?

	
	Please tick ONE of the following boxes
	
	
	Please tick as appropriate    FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	
	Yes, make my response, name and address all available
	 FORMCHECKBOX 

	
	
	
	

	
	
	or
	
	
	
	

	
	Yes, make my response available, but not my name and address
	 FORMCHECKBOX 

	
	
	
	

	
	
	or
	
	
	
	

	
	Yes, make my response and name available, but not my address
	 FORMCHECKBOX 

	
	
	
	

	
	
	
	
	
	
	

	(d)
	We will share your response internally with other Scottish Government policy teams who may be addressing the issues you discuss. They may wish to contact you again in the future, but we require your permission to do so. Are you content for Scottish Government to contact you again in relation to this consultation exercise?



Please tick as appropriate

 

 FORMCHECKBOX 
Yes


CONSULTATION QUESTIONS


National leadership; Shared responsibilities; Working together; Protecting Scotland’s values
Q1
Are the guiding principles right for this strategy? 

Yes   FORMCHECKBOX 
  No   FORMCHECKBOX 

Are there any other principles that should be considered when continuing to develop the strategy?

No comments.

Our vision is for a cyber resilient Scotland that is safe, secure and prosperous 
Q2
Do you agree with the vision? 
Yes   FORMCHECKBOX 
  No   FORMCHECKBOX 



Strategic Outcomes:

1. Our citizens are informed, empowered, safe and confident in using  online technologies

2. Our businesses are resilient and can trade and prosper securely online

3. We all have confidence in the resilience of our digital public services 

Q3
Do you agree with the strategic outcomes?
Yes   FORMCHECKBOX 
  No   FORMCHECKBOX 

Are there additional outcomes that should be considered?
	We note later issues around communicating with different audiences and this may need to be considered from the start as the title itself may not be meaningful to some. Plain language throughout to make all aspects accessible to all is essential. In the case of the title, perhaps a sub title that explains exactly what it refers to. Furthermore we would suggest the addition of the need to link with related strategies and consider cross overs. We especially see the need to develop a strong connection to the adult and child protection agendas.




Key Objectives:

1. Provide effective leadership and promote collaboration

2. Raise awareness and ensure effective communication 

3. Develop education and skills in cyber resilience

4. Strengthen research and innovation 

Q4
Do you think these are the right objectives to focus on? 

Yes   FORMCHECKBOX 
  No   FORMCHECKBOX 

Are there additional key objectives that should be considered?
	We agree with the key objectives but would emphasises that effective communication in practice will mean communicating in different ways with different groups e.g. older people, people experiencing learning disability, children and also those less familiar technology and how its use and misuse impacts upon them. 




Objective 1:  Provide effective leadership and promote collaboration

Main areas of focus: 

· The Scottish Government to set up and lead a national strategic implementation group to implement, monitor and evaluate the impact of this strategy

· The Scottish Government to be at the forefront of providing safe and secure services, and sharing their knowledge with other organisations 

· Collaborating with partners, the Scottish Government will lead and coordinate efforts to develop national cyber resilience

· Ministers and their officials continue to raise the profile of the importance of cyber resilience across a range of policy areas

· Ministers report on the Government’s progress in building a culture of cyber resilience and good practice across the Scottish Government and its agencies

· The standards of cyber resilience adopted by the Scottish Government’s on-line services – and those of other public agencies - will be available to service users.
Q5
Do you agree with the main areas of focus for effective leadership and collaboration?
Yes   FORMCHECKBOX 
  No   FORMCHECKBOX 

Are there other areas that should be considered?
	We agree with the stated focus and would suggest engaging people based around the stated groups on page 8 i.e. personal, organisations, economic and national. This would allow for those with similar issues to come together to inform the strategy.




Objective 2:  Raise awareness and ensure effective communication 
Main areas of focus:

· The Scottish Government alongside its partners to co-ordinate general awareness raising activity to promote a culture of cyber resilience among all Scottish citizens, including promoting the national online safety websites Get Safe Online and E-crime Scotland across Scotland 

· Stakeholders and partners to implement audience-specific awareness raising activity - targeted at employees, educators, leaders and board members 

· Working alongside the UK Government, the Scottish Government and partners from across the business world to form a network to share information about online threats and vulnerabilities 

· Industry professionals develop and promote best practice in cyber resilience 

Q6
Do you agree with the main areas of focus for raising awareness and ensure effective communication?
Yes   FORMCHECKBOX 
  No   FORMCHECKBOX 

Are there other areas that should be considered?
	We agree with the stated areas. The need to provide audience specific awareness is crucial especially given the comments around naïve online behaviour which can relate to the use of social media or the repose to email and online scams and the criminal activity that attempts to fraudulently obtain sensitive information (phishing)  installation of  malicious code on a personal computer or server (pharming) risks and their links to use of the telephone to solicit personal information  (vishing) and use of mobile phone texting to obtain personal information or create extortionate charge (smishing).
In the work to date that we are undertaking on financial harm we have learnt that older people in one area have interpreted the risk of financial harm as meaning that the internet is dangerous and therefore avoid using it. This highlights the need to carefully consider any public messages and how they will be interpreted and acted upon based upon the individuals level of understanding. Our particular concern in this regard is ensuring that pubic messages for children and adults take into account a level of anxiety that may already exist or indeed a blasé approach due to a lack of accessible information.




Objective 3: Develop education and skills in cyber resilience

Main areas of focus: 

· The Scottish Government and its partners promote the development and delivery of cyber resilience education in early learning and childcare settings, schools, colleges, universities and other learning settings

· Business partners build cyber resilience capabilities within workforces 

· Scottish Enterprise and other business partners help develop the cyber security and resilience goods and services industry in Scotland

Q7 
Do you agree with the main areas of focus for developing education and skills in cyber resilience?
Yes   FORMCHECKBOX 
  No   FORMCHECKBOX 

Are there other areas that should be considered?
	We agree in large part with the stated areas of focus but in addition to those settings which target young people other settings need to be targeted. The internet is a tool used by many, not just young people. On this basis we would suggest targeting other places in which people come together e.g. community centres, lunch clubs, self-advocacy groups etc. In our work on financial harm in Scotland we have noted that several older people have lost thousands of pounds to internet fraud. This strategy therefore needs to take account of the issues highlighted by SCIE (2011)
 which may place people at heightened risk:
· Lack of capacity to know what’s happening

· Dependency on others to manage care or finances.

· Cognitive impairment having an impact on decision-making.

· Low levels of financial capability (ability to deal with financial products and services).

· Bereavement/social isolation/loneliness, which may provide an opportunity for exploitation.

· Gullibility/over-trusting nature.

· For older people in particular, potentially increased assets coupled with low cost lifestyles and a lack of awareness of the modern world may make them more susceptible.


 SCIE (2011) SCIE Report 49 Assessment: Financial crime against vulnerable adults

http://www.scie.org.uk/publications/reports/report49.asp





Objective 4: Strengthen research and innovation

Main areas of focus: 

· The Scottish Government,  Police Scotland and partners progress with research to baseline the cost of cybercrime to Scotland

· Partners undertake and share research on understanding  “what works” in preventing cybercrime, using knowledge from local, national and international angles

· Partners work together to target funding for cyber resilience research
· Enterprise funding is targeted at innovative methods to support the cyber resilience of individual or groups of enterprises
Q8
Do you agree with the main areas of focus for strengthening research and innovation?
Yes   FORMCHECKBOX 
  No   FORMCHECKBOX 

Are there other areas that should be considered?
	We agree with the stated focus but would also add that research or scoping of effective training for different groups should be undertaken. We are aware of a training model developed by Quarriers for people experiencing learning disability and there are many models for children. The key component is to raise the awareness of those who lack insight into the risks and how to manage them.
We would also suggest liaising with the National Financial Harm Prevention Strategic Group with whom we can facilitate contact.




How will we use the strategy to achieve real change?

For each of the outcomes, the Scottish Government and its partners are developing a detailed action plan setting out the short, medium and long term activities.  These specific measures will be published in early 2016.  Within this action plan there will be practical activities, projects and improvements to support individuals and organisations to become more cyber resilient, as well as steps to build up the cyber security goods and services sector in Scotland. 

Q9
Are there additional actions that will help us achieve making Scotland and its people more cyber resilient?

	In our view there are several actions which would contribute to an effective strategy:
· Broad based public messages require to be developed with a consistent theme

· Audience specific messages are required for those noted in question 7.

· Audience specific training to ensure the message is translated into practice

· Utilisation of the third sector organisations  to roll out the message and any training in order to access those at potential risk e.g. NSPPC, Alzheimer’s Scotland, Carers Groups, Advocacy Organisations, umbrella groups e.g. SCLD and Scottish Care, Service Providers e.g. Quarriers and The Richmond Fellowship etc.




How will we know if we are succeeding?

The Scottish Government will be asking stakeholders to share their action plans and keep track of milestones and progress on an annual basis.  This will help to provide regular annual updates to the national strategic implementation group.

Q10
Do you think the monitoring and evaluation arrangements are sufficient?

Yes   FORMCHECKBOX 
  No   FORMCHECKBOX 

If not, what arrangements would you like to see?
	We would suggest the specific addition of measurement around targeting those at higher risk as noted in question 7 e.g. ‘(Scotland) be a place where those at heightened risk of harm through the use of the internet are given information in a form they can access to increase their self-protection.’ 




Q11
Have you ever experienced cyber crime (see examples on page 16)?  
Yes   FORMCHECKBOX 
  No   FORMCHECKBOX 

If so, did you report it?  Please provide details.
	Members of team have experienced attempts in this regard, receiving a notable number of phishing emails. Most recently we experienced vishing attempts on our business landlines. 
Where Scottish Government is able to gather such stories from members of the public these may form the basis of an effective campaign and WithScotland could assist in locating those able to tell their stories. One issue we have noted in our work on financial harm to date is that many people are reluctant to come forward and report the issues in the first instance due to embarrassment. On this basis it may be difficult to obtain examples and in approaching those that have had such experiences it would be important to put in pace measures to prevent re-traumatising them.




Q12
Would you be willing to share your experiences with us?

Yes   FORMCHECKBOX 
  No   FORMCHECKBOX 
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