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Annex B

Cyber Resilience Strategy
RESPONDENT INFORMATION FORM

Please Note this form must be returned with your response to ensure that we handle your response appropriately

1. Name/Organisation

Organisation Name

	East Ayrshire Council


Title  
Mr (   Ms  FORMCHECKBOX 
   Mrs  FORMCHECKBOX 

   Miss  FORMCHECKBOX 
   Dr  FORMCHECKBOX 

       Please tick as appropriate
Surname

	McArthur


Forename

	Craig


2. Postal Address

	Council HQ

	London Road

	Kilmarnock

	Postcode  FORMTEXT 
KA3 7BU
	Phone 01563 576513
	Email craig.mcarthur@east-ayrshire.gov.uk


3. Permissions - I am responding as…
	
	
	
	Individual
	/
	Group/Organisation
	
	
	

	
	
	
	 FORMCHECKBOX 

	
	Please tick as appropriate
	
	(
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	(a)
	Do you agree to your response being made available to the public (in Scottish Government library and/or on the Scottish Government web site)?

Please tick as appropriate     FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	
	
(c)
	The name and address of your organisation will be made available to the public (in the Scottish Government library and/or on the Scottish Government web site).



	(b)
	Where confidentiality is not requested, we will make your responses available to the public on the following basis
	
	
	Are you content for your response to be made available?

	
	Please tick ONE of the following boxes
	
	
	Please tick as appropriate   ( Yes    FORMCHECKBOX 
 No

	
	Yes, make my response, name and address all available
	 FORMCHECKBOX 

	
	
	
	

	
	
	or
	
	
	
	

	
	Yes, make my response available, but not my name and address
	 FORMCHECKBOX 

	
	
	
	

	
	
	or
	
	
	
	

	
	Yes, make my response and name available, but not my address
	 FORMCHECKBOX 

	
	
	
	

	
	
	
	
	
	
	

	(d)
	We will share your response internally with other Scottish Government policy teams who may be addressing the issues you discuss. They may wish to contact you again in the future, but we require your permission to do so. Are you content for Scottish Government to contact you again in relation to this consultation exercise?



Please tick as appropriate

 ( Yes

 FORMCHECKBOX 
No


CONSULTATION QUESTIONS



National leadership; Shared responsibilities; Working together; Protecting Scotland’s values
Q1
Are the guiding principles right for this strategy? 

Yes  (  No   FORMCHECKBOX 

Are there any other principles that should be considered when continuing to develop the strategy?

	The principles support vision of shared responsibility, from national leadership through to shared responsibility and the principle of all users of technology working together to improve on a safer on-line environment.

It is important that “education” remains at the forefront of these principles:  leaders; managers; educators; students; our young people; and citizens who use and engage with technology must be fully aware of the risks - and their responsibilities – when connected to the cyber world.

Without education and understanding of the risks in a personal and business environment, it may be difficult for the strategy to succeed.




Our vision is for a cyber resilient Scotland that is safe, secure and prosperous 
Q2
Do you agree with the vision? 
Yes  (  No   FORMCHECKBOX 

I would agree with the vision however it could be seen as very business-orientated and therefore may not resonate with citizens, their personal use of the internet, and the responsibility they have to use the internet safely and securely whilst protecting their own data from being compromised.


Strategic Outcomes:

1. Our citizens are informed, empowered, safe and confident in using online technologies

2. Our businesses are resilient and can trade and prosper securely online

3. We all have confidence in the resilience of our digital public services 

Q3
Do you agree with the strategic outcomes?
Yes (  No   FORMCHECKBOX 

Are there additional outcomes that should be considered?
	The strategic outcomes address the use of on-line technologies in both a personal and business environment; the strategic outcomes should be delivered through a comprehensive education programme.




Key Objectives:

1. Provide effective leadership and promote collaboration

2. Raise awareness and ensure effective communication 

3. Develop education and skills in cyber resilience

4. Strengthen research and innovation 

Q4
Do you think these are the right objectives to focus on? 

Yes  ( No   FORMCHECKBOX 

Are there additional key objectives that should be considered?
	The objectives stated are adequate however I would question the view that “none of these objectives is more important than the other” – the second objective is key … raising awareness and communication, being more aware of the potential risks and becoming more cyber aware, will be delivered through an effective education programme.

Raising awareness of cybercrime should ultimately support a reduction in such instances occurring and therefore will be become less of a burden to business; public bodies would also benefit through a reduction in fines for data breaches.

The strategy should be developed to raise awareness of cyber security and best practice methodologies.  The strategy should not be overly prescriptive or designed as a “one solution to fit all”; high level controls can either compel organisations to spend large amounts of money unnecessarily (particularly in the current financial climate) or to undertake technical works that have a detrimental effect on service delivery.




Objective 1:  Provide effective leadership and promote collaboration

Main areas of focus: 

· The Scottish Government to set up and lead a national strategic implementation group to implement, monitor and evaluate the impact of this strategy

· The Scottish Government to be at the forefront of providing safe and secure services, and sharing their knowledge with other organisations 

· Collaborating with partners, the Scottish Government will lead and coordinate efforts to develop national cyber resilience

· Ministers and their officials continue to raise the profile of the importance of cyber resilience across a range of policy areas

· Ministers report on the Government’s progress in building a culture of cyber resilience and good practice across the Scottish Government and its agencies

· The standards of cyber resilience adopted by the Scottish Government’s on-line services – and those of other public agencies - will be available to service users.
Q5
Do you agree with the main areas of focus for effective leadership and collaboration?
Yes  ( No   FORMCHECKBOX 

Are there other areas that should be considered?
	Public bodies are already very aware of the need for information and data security, and are compelled to protect personal sensitive data to meet the obligations of the Data Protection Act. The notion that the Scottish Government will “hold public bodies to account” (particularly without legislation) could be seen as another level of bureaucracy that adds very little to the need for cyber resilience.

The Scottish Government can have a very important role in terms of raising the profile of, and leading the promotion on, the need for enhanced cyber resilience across on-line services; however it should do this as a practitioner where cyber resilience is demonstrated as being core to the evolution of on-line service delivery, and as a facilitator to ensure best practice methodologies are available to all public bodies.




Objective 2:  Raise awareness and ensure effective communication 
Main areas of focus:

· The Scottish Government alongside its partners to co-ordinate general awareness raising activity to promote a culture of cyber resilience among all Scottish citizens, including promoting the national online safety websites Get Safe Online and E-crime Scotland across Scotland 

· Stakeholders and partners to implement audience-specific awareness raising activity - targeted at employees, educators, leaders and board members 

· Working alongside the UK Government, the Scottish Government and partners from across the business world to form a network to share information about online threats and vulnerabilities 

· Industry professionals develop and promote best practice in cyber resilience 

Q6
Do you agree with the main areas of focus for raising awareness and ensure effective communication?
Yes  ( No   FORMCHECKBOX 

Are there other areas that should be considered?
	Educating businesses and citizens on the need for cyber safety is absolutely key, therefore any, every, and all methods to support cyber awareness should be encouraged across organisations and within citizens’ personal environment.

Most businesses will be aware of where to obtain information and support in relation to cyber security and perhaps therefore there is a great need to make information more generally available for the wider community; citizens need to be more aware of their personal risks and responsibilities to protect themselves from, for example, fraud or identity theft.




Objective 3: Develop education and skills in cyber resilience

Main areas of focus: 

· The Scottish Government and its partners promote the development and delivery of cyber resilience education in early learning and childcare settings, schools, colleges, universities and other learning settings

· Business partners build cyber resilience capabilities within workforces 

· Scottish Enterprise and other business partners help develop the cyber security and resilience goods and services industry in Scotland

Q7 
Do you agree with the main areas of focus for developing education and skills in cyber resilience?
Yes  ( No   FORMCHECKBOX 

Are there other areas that should be considered?
	Our young learners are already an on-line population, using the internet to communicate with friends and family, for research as part of their studies, and to participate in gaming sessions. Educating our young learners in how to use an on-line environment safely and securely is key, and ultimately will lead to a population who are more digitally connected to meet the need for technical expertise in to the future.




Objective 4: Strengthen research and innovation

Main areas of focus: 

· The Scottish Government,  Police Scotland and partners progress with research to baseline the cost of cybercrime to Scotland

· Partners undertake and share research on understanding  “what works” in preventing cybercrime, using knowledge from local, national and international angles

· Partners work together to target funding for cyber resilience research
· Enterprise funding is targeted at innovative methods to support the cyber resilience of individual or groups of enterprises
Q8
Do you agree with the main areas of focus for strengthening research and innovation?
Yes  ( No   FORMCHECKBOX 

Are there other areas that should be considered?
	Whilst it is important to quantify the cost of cybercrime, the focus should equally be on increasing education awareness and the need for cyber resilience; through time this should reduce cost associated with cybercrime – both directly as a result of criminality, and indirectly as a result of fines imposed on public bodies by the Information Commissioners Office in relation to data breaches.




How will we use the strategy to achieve real change?

For each of the outcomes, the Scottish Government and its partners are developing a detailed action plan setting out the short, medium and long term activities.  These specific measures will be published in early 2016.  Within this action plan there will be practical activities, projects and improvements to support individuals and organisations to become more cyber resilient, as well as steps to build up the cyber security goods and services sector in Scotland. 

Q9
Are there additional actions that will help us achieve making Scotland and its people more cyber resilient?

	Education is key to raising the profile of cyber awareness.  It is important that citizens and businesses are encouraged to maximise the benefits of technology and on-line services, therefore the strategy should be implemented with a measured, balanced, and common sense approach, where it is considered an enabler to better safety and security rather than a barrier to the digital agenda.




How will we know if we are succeeding?

The Scottish Government will be asking stakeholders to share their action plans and keep track of milestones and progress on an annual basis.  This will help to provide regular annual updates to the national strategic implementation group.

Q10
Do you think the monitoring and evaluation arrangements are sufficient?

Yes  ( No   FORMCHECKBOX 

If not, what arrangements would you like to see?
	Action plans and milestones need to be measured and realistic, otherwise they will be ineffectual and public bodies may not be keen to support a national implementation.  It is important to remember that technology changes are rapid and therefore a positive outcome of annual evaluation should be to ensure learning and effective good practice is shared.




Q11
Have you ever experienced cyber crime (see examples on page 16)?  
Yes   FORMCHECKBOX 
  No  (
If so, did you report it?  Please provide details.
	




Q12
Would you be willing to share your experiences with us?

Yes  (  No   FORMCHECKBOX 

Information sharing and adoption of best practice is an important factor in improving resilience and we would be happy to share experiences as appropriate.  We have not however, had a significant number of issues to discuss (see question 11).
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