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1. Purpose of this consultation

This consultation takes forward our commitment to building cyber resilience amongst
our communities, our businesses and our public services. It seeks views from
individuals and organisations, across sectors, on how Scotland can become even
more resilient from cyber attacks and crime when using online technologies. It has
been produced by the Scottish Government, with input from a wide range of partners
across the public and private sectors.

2. Responding to this consultation paper

Responses should reach us by 28 August 2015. Earlier responses would be
welcome.

Please complete your response using the online system

at Consult.scotland.gov.uk/cyberconsultation or send your response with the
completed Respondent Information Form (See “Handling your Response” below)
to:

Cyberresilience@scotland.gsi.gov.uk

Or:

Cyber Resilience Policy Team
Scottish Government

4™ Floor

5 Atlantic Quay

150 Broomielaw

Glasgow

G2 8LU

If you have any queries contact the Cyber Policy Team on 0300 244 6832.
This consultation, and all other Scottish Government consultation exercises, can be

viewed online on the consultation web pages of the Scottish Government website
at http://www.scotland.gov.uk/consultations.

The Scottish Government has an email alert system for

consultations http://register.scotland.gov.uk. This system allows stakeholders,
individuals and organisations to register and receive a weekly email containing
details of all new consultations (including web links). It complements, but in no way
replaces, SG distribution lists, and is designed to allow stakeholders to keep up to
date with all SG consultation activity, and therefore be alerted at the earliest
opportunity to those of most interest.

Handling your response

We need to know how you wish your response to be handled and, in particular,
whether you are happy for your response to be made public. Please complete the
consultation online at Consult.scotland.gov.uk/cyberconsultation or complete and
return the Respondent Information Form as this will ensure that we treat your
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response appropriately. If you ask for your response not to be published we will
regard it as confidential, and we will treat it accordingly.

All respondents should be aware that the Scottish Government are subject to the
provisions of the Freedom of Information (Scotland) Act 2002 and would therefore
have to consider any request made to it under the Act for information relating to
responses made to this consultation exercise.

Next steps in the process

Where respondents have given permission for their response to be made public and
after we have checked that they contain no potentially defamatory material,
responses will be made available to the public in the Scottish Government Library.
These will be made available to the public in the Scottish Government Library by and
on the Scottish Government consultation web pages by 18 September 2015. You
can make arrangements to view responses by contacting the SG Library on 0131
244 4552. Responses can be copied and sent to you, but a charge may be made for
this service.

What happens next?

Following the closing date, all responses will be analysed and considered along with
any other available evidence to help us reach a decision on the questions contained
in the consultation. We will analyse responses to support the further development of
the strategy, which we aim to be publish in November 2015.

Impact Assessments

This consultation will allow us to gather information and evidence to inform the
development and subsequent publication of the Business Regulatory Impact
Assessment, Equality Impact Assessment, Privacy Impact Assessment and
Children’s Rights and Wellbeing Impact Assessment.

Comments and complaints

If you have any comments about how this consultation exercise had been
conducted, please send them to the contact details above.



3. Consultation Questions

Specific questions on which the Scottish Government is seeking views are listed
below and are summarised on the Respondent Information Form at the end of this
document. To aid our analysis it would be helpful if responses could be structured
around these questions. However, we welcome contributions on any aspect of the
draft strategy and consultees are free to provide additional comments, suggestions
and information which they feel are not covered by this format.

Q1: Are the guiding principles right for this strategy? Are there any other
principles that should be considered when continuing to develop the strategy?

Q2: Do you agree with the vision?

Q3: Do you agree with the three strategic outcomes? Are there additional
outcomes that should be considered?

Q4: Do you think we are focusing on the right objectives? Are there
additional key objectives that should be considered?

Q5: Do you agree with the main areas of focus for effective leadership and
promoting collaboration? Are there other areas that should be considered?

Q6: Do you agree with the main areas of focus for raising awareness and
ensuring effective communication? Are there other areas that should be
considered?

Q7: Do you agree with the main areas of focus for developing education and
skills in cyber resilience? Are there other areas that should be considered?

Q8: Do you agree with the main areas of focus for strengthening research
and innovation? Are there other areas that should be considered?

Q9: Are there additional actions that will help us achieve making Scotland
and its people more cyber resilient?

Q10: Do you think the monitoring and evaluation arrangements are sufficient?

Q11: Have you ever experienced cyber crime (see examples diagram on
page 9?) If so, did you report it? Please provide details.

Q12: Would you be willing to share your experiences with us?



A message from the Deputy First Minister

We all want to see a Scotland where people feel confident online and can safely use the
internet, where businesses can prosper, where our children are not exploited and where
online public services are resilient as well as simple to use.

There can be little doubt that the internet and mobile technologies have transformed the
way we all go about our business. The opportunities provided in this digital world are clear
for all to see and experience.

However, our increasing reliance on online technologies makes us potentially more
vulnerable to the criminals who seek to exploit these technological advancements for
malicious purposes, whether that is online bullying, child sexual exploitation, the theft of
intellectual property or the damage to critical infrastructure. The internet therefore brings
great opportunities but with risks that we all increasingly need to be alive to. | want us all to
minimise these risks and maximise the opportunities so that Scotland is seen as one of the
best places to be on-line.

The 2014 Programme for Government signalled our intention to develop and bring forward
a cyber resilience strategy that will take a positive approach to developing cyber resilience
in Scotland, for the benefit of our people and our economy.

We are here to listen to what you have to say and this is your opportunity to give us your
views. This is why we are launching this consultation. A Cyber Resilience Strategy for
Scotland: Safe, Secure and Prosperous Online sets out a compelling vision to ensure that
Scotland has the ability to resist and rapidly recover from cyber incidents to benefit from
the economic and personal opportunities and advantages that online technologies provide.
The focus is to position cyberspace as an enabler for individuals, industry, and the public
sector.

This is something that government cannot do alone — we all have a stake in it. By working
together, | strongly believe that we can make Scotland one of the safest places in the world
to live and do business, ensuring our economy and our people reap the rewards of
expanding digital opportunities.

John Swinney

Deputy First Minister



2. Why do we need a cyber resilience strategy?

The digital age is transforming Scotland

The growth of the internet and online technologies offers speed, agility, efficiency and
access that have transformed the way we do business, the way we spend our leisure time,
the way our public services run and the way our national infrastructures operate.

As individuals, we can more easily keep in touch with friends and family and more readily
obtain information, products and services from around the world - thanks to increased
access to the internet, facilitated by more mobile technology and faster broadband.

Our businesses rely more and more on online connectivity and reap the benefits, thanks to
widening trade partners, more innovation and greater competition. This in turn helps grow
our economy.

Also, there is a huge potential for Scotland to meet the ever-growing global demand for
cyber resilience and security professionals, goods and services. If Scotland does not seize
these opportunities, we will be left behind.

Our public services are increasingly being provided online with the aim of improving access
for all, reducing costs while improving operational performance. For example the future
mygov.scot will be the online place for people in Scotland to access public services.

In our national infrastructure, Scotland relies more and more on online technologies to run
the systems that heat our houses, provide fuel for our vehicles and ensure that our water is
safe to drink. Linking our national infrastructures such as energy, telecommunications, and
transport systems to the internet brings considerable benefits in terms of efficiency and
innovative practice.

These important transformations will only continue as we enter the age of the “internet of
things”.

The “internet of things” refers to the way in which any device, which can be turned on and off, is
connected to the internet, or to other devices. This includes everything from mobile phones, tablets,
coffee makers, fridges, boilers, lamps, headphones, and other wearable devices. This also applies
to components of machines, for example a jet engine of an aeroplane or the drill of an oil rig.



The Scottish Government has committed to delivering digital connectivity across the whole
of Scotland by 2020. The Digital Future Strategy outlines the steps required to ensure
Scotland is well placed to take full advantage of all the economic, social and environmental
opportunities offered by the digital age.

= The estimate of Scotland's total sales conducted over computer networks in 2012 was £38bn!

= In 2014, a third of the businesses expect internet sales to make up at least 20% or more of their
total sales over the next 2-3 years?

= 92% of businesses in Scotland have broadband?

= The Scottish Household Survey 2012 shows that almost 80% of adults use the internet for
personal use

= 65% of Scots are happy to shop online?

With these opportunities come new risks

Our increasing dependence on and use of cyberspace has brought new risks.

At the highest level of risk, cyberspace is now widely considered to be as strategically
important for national security as defending attacks from land, sea and air. The UK’s
National Security Strategy” places cyber attacks as a Tier 1 threat.

The malign use of cyberspace ranges across a spectrum: from script-kiddies® testing skills
against the security of systems, to criminals committing traditional crimes facilitated online,
through to politically-motivated hacking and commercial and government espionage.

Consequences of cyber attacks

Personal

Online crime has a clear impact on the lives of families in Scotland. As our use of online technology increases
we are at more risk of becoming victims of criminal or unscrupulous behaviour. This can lead to a number of
serious consequences including fraud or extortion, accidental disclosure of personal information, or being
subject to forms of abuse including stalking, bullying and exploitation.

Organisational

Organisations of all sizes have information assets, such as databases of client details - crucial to their function
and of value to cyber criminals. Cyber criminals often operate through stealth with businesses often failing to
notice cyber attacks until some time after the initial compromise. Businesses may be reluctant to share news or
information about their attack. Criminals focus on the easiest targets and we know that small and medium
enterprises (SMEs) are particularly vulnerable.

The UK Government previously estimated the cost of cybercrime to the UK to be in excess of £27bn per annum,
and the main loser — at a total estimated cost of £21bn — is UK business. In January 2015 GCHQ stated that 8

Economic in every ten of the biggest British companies have suffered a serious cyber attack, costing the UK economy tens
of millions of pounds annually.
National There is the potential to damage Scotland’s reputation as a safe place to live, work and trade, if, for instance, its

infrastructure is attacked, is subject to hostile reconnaissance or its intellectual property is stolen.

! This is an estimate only and is intended to provide an indication of the scale of activity. It is based on UK-level data - adjusted for Scotland's share of UK
employees in each sector

2 http://www.gov.scot/Resource/0047/00473602.pdf

3 hitp://www.gov.scot/Resource/0047/00472573.pdf

4 http://www.scotlandsdigitalfuture.org/digital-participation

5 https://lwww.gov.uk/government/uploads/system/uploads/attachment_data/file/61936/national-security-strategy.pdf
6 An unskilled individual who uses scripts or programs developed by others to attack computer systems and networks, and deface websites
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We need to be alert to the risks so that we can make the most of the opportunities. Cyber
risks are constantly evolving and are here to stay, but as with other kinds of (non-cyber)
risks, we need to acknowledge and address them.

Diagram: Types of cyber risks and cybercrime
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3. What are the aims of the strategy?

Often other nations’ cyber security strategies have primarily focused on systems and control
measures for defence and security purposes. While this is extremely important, the most
common risks are changing as our society becomes increasingly dependent on networked
technologies and much of the risk comes from the individual.

This strategy: A Cyber Resilience Strategy for Scotland: Safe, Secure and Prosperous Online
builds on the UK Cyber Security Strategy: Protecting and Promoting the UK in a digital world’.
Our focus is on helping individuals and organisations to protect themselves from criminals
and other malicious users of cyberspace. It recognises the particular requirements of
Scotland, our institutions and our business community, for instance the enormous and
distinct part small to medium sized businesses play in Scotland’s economyg. We know that
many small companies work from home and do not always have access to the latest skills
and knowledge.

This strategy provides a current picture of the importance of cyber resilience for Scotland’s
citizens, businesses and public services. It outlines a vision and strategic outcomes, and sets
the key areas for the Scottish Government and its partners to focus on.

Cyberspace is the complex environment that results from the interaction of people, software and
services on the internet by means of the technological devices and networks connected to it. This
environment does not exist in any physical form.

Cyber resilience is all about being confident in your own knowledge and how to keep your information
and that of others safe. It is the actions or steps taken to mitigate and respond to threats from
cyberspace (sometimes referred to as “cybercrime” or “cyber attacks”). It means being able to prepare
for, adapt to, withstand and rapidly recover and learn from disruptions caused by cybercrime.

Cyber security is the protection of systems, networks, infrastructure and data in cyberspace

" hitps://www.gov,uk/government/uploads/system/uploads/attachment_data/file/60961/uk-cyber-
sécurity-strateqy-tinal.pat

8 Small and Medium sized businesses account for 99.3% of the Scottish business landscape.
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4. How can you help?

The strategy is for policy makers - at local and national level: it highlights the importance of
cyber resilience across all relevant policy areas. It is dependent on and, in turn, supports
many other strategies and programmes, such as Scotland’s Economic Strategy®, Digital
Future Strategylo, Digital Justice Strategyﬂ, Curriculum for Excellence’?, e-Health StrategyB,
Equally Safe'® and the forthcoming Serious & Organised Crime Strategy and the Resilience
Strategy. It is a strategic document that all policy makers can refer to when developing and
implementing policies/strategies/initiatives - no matter what the policy area, as cyber is
present in every aspect of society.

It is for stakeholders and delivery partners who engage with individuals and families in a
range of settings including Police Scotland, Education Scotland, Skills Development Scotland,
schools, local authorities, Scottish Enterprise, the Scottish Business Resilience Centre, Skills
Development Scotland, colleges and universities and Highlands and Islands Enterprise.

It is for the private sector, for businesses, industry and enterprises. It provides direction for
organisations, employers and employees to face the cyber challenge to become stronger
and more successful online.

It is for the third sector. Third sector organisations are well placed to support families and
communities to become more cyber resilient.

Once we have heard back from all those interested, a detailed action plan will follow this
strategy to help everyone involved to develop their own action plans which will, in turn,
contribute to making Scotland and its people more cyber resilient.

o http://www.gov.scot/Publications/2015/03/5984

10 http://www.gov.scot/resource/doc/981/0114237 .pdf

" http://www.gov.scot/Resource/0045/00458026.pdf

12 http://www.educationscotland.gov.uk/learningandteaching/thecurriculum/
'3 hitp://www.gov.scot/Publications/2012/11/7663

4 hitp://www.gov.scot/Resource/0045/00454152.pdf
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5. What principles is this strategy built on?

National leadership: The scale and complexity of the cyber resilience challenge requires
strong and committed national leadership. Central to delivering this strategy is the adoption
of an approach which involves collaborative leadership and a focus on the delivery of better
outcomes.

Shared responsibilities: We are all users of technology. Therefore we all have a role to play
in taking steps to protect ourselves and our organisations.

Working together: All parties have a role in helping to create a safer online environment,
being open to sharing knowledge, skills and effective practice.

Protecting Scotland’s values: By pursuing this cyber resilience strategy to enhance safe,
secure and prosperous use of online technologies, we will protect Scots’ values including
preserving our right to privacy and protecting the most vulnerable in our society.

4 )

1) CONSULTATION QUESTION
Are these the right guiding principles for this strategy?

Are there any other principles that should be considered when continuing to develop
this strategy?

\_ J
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6. What is our vision?

In the first half of 2015, the Scottish Government brought together a Strategic Working
Group to agree a vision and strategic outcomes for a more cyber resilient Scotland.

Our vision is for a cyber resilient Scotland that is safe, secure and prosperous.

2) CONSULTATION QUESTION

Do you agree with the vision?

We will turn this vision into reality by achieving the following three strategic outcomes:

1. Our citizens are informed, empowered, safe and confident in using online technologies.
2. Our businesses are resilient and can trade and prosper securely online.

3. We all have confidence in the resilience of our digital public services.

By achieving these outcomes we will contribute positively to many of the
National Outcomes in the National Performance Framework'®, and in particular:

e We live our lives safe from crime, disorder and danger

e We live in a Scotland that is the most attractive place for doing business in Europe

e Our young people are successful learners, confident individuals, renowned for our
research and innovation

e Our public services are high quality, continually improving, efficient and responsive to
local people’s needs

This strategy also plays its part in achieving the ambitions of Scotland’s Economic Strategy
by helping Scottish businesses succeed at a global level, increasing competitiveness, and
tackling inequality through helping all people to use the internet safely and securely.

\

3) CONSULTATION QUESTION
Do you agree with the three strategic outcomes?

Are there additional outcomes that should be considered? If yes, what are they and
why?

\_ J

'3 http://www.gov.scot/About/Performance/scotPerforms
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7. What can we all do to become more cyber resilient?

We are living in a digital world where activities happen at great speed and we all require to
develop a culture of cyber resilience as the norm.

The first thing to do is accept the potential risk and become more cyber aware. The reality
is that around 80% of cybercrime can be prevented by simply getting the basics right™®. It
is not all about high level controls, understanding the technology and buying in expensive
cyber security software or professional advice. We all have a stake in becoming more
resilient. In doing so, we will enjoy the benefits that online technologies present.

Becoming more cyber resilient requires a sustained, collective effort. We will focus on four
key objectives:

Provide effective leadership and promote collaboration
Raise awareness and ensure effective communication
Develop education and skills in cyber resilience
Strengthen research and innovation

WNRE

None of these objectives is more important than another. In fact, they are mutually
dependent to ensure success of this strategy.

4) CONSULTATION QUESTION
Do you think these are the right objectives to focus on?

Are there additional objectives that should be considered?

\_ J

'® GCHQ, Countering the cyber threat to business, Spring 2013
14




Objective 1: Provide effective leadership and promote collaboration

The Scottish Government has a strong track record in successfully leading work on national
resilience through a collaborative approach. We will take this same approach to cyber
resilience. At present, we do not propose legislation or regulation. Instead, successful
implementation of this strategy will be through involving partners and stakeholders at every
stage of planning and development.

While many aspects of protecting Scotland’s critical national infrastructure are reserved to
the UK Government, the Scottish Government will, where it has powers to do so, coordinate
a collaborative approach to manage and ensure that critical services remain available
despite cyber attacks.

No one individual or organisation can meet this challenge by itself. A collaborative, multi-
stakeholder approach must be taken within and across sectors including government,
industry, commerce and academia. Even industry competitors must become partners to
help promote the safe use of the internet and digital technologies and to share current
information.

Public Bodies becoming more cyber resilient

The Scottish Government has worked closely with a number of public bodies in Scotland
including all local authorities to implement a common set of technical, physical and procedural
security measures to provide a level of mutual trust for the communication and processing of
public sector data. Initiatives such as the UK ‘Cyber Essentials’ scheme and the ‘10 Steps to
Cyber Security’ are being adopted and are helping the public sector in Scotland align itself
with best practice whilst equipping organisations with the knowledge they need to defend
against common cyber-attacks.

In recognition of the rise in cyber-attacks, the annual Holyrood Connect awards celebrating
public sector excellence in ICT in Scotland, now in its 3 year, have introduced the ‘Connect

Security’ award.

.
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It is important the Scottish Government models best practice in cyber resilience for the rest
of the public sector — other government agencies, local authorities etc. We will therefore,
continue to enhance cyber resilience within our online services. While we do not anticipate
legislating, we will hold to account, other public public bodies for the resilience of their
online services. Main areas of focus:
e The Scottish Government to set up and lead a national strategic implementation
group to implement, monitor and evaluate the impact of this strategy
e The Scottish Government to be at the forefront of providing safe and secure
services, and sharing their knowledge with other organisations
e Collaborating with partners, the Scottish Government will lead and coordinate
efforts to develop national cyber resilience
e Ministers and their officials continue to raise the profile of the importance of cyber
resilience across a range of policy areas
e Ministers report on the Government’s progress in building a culture of cyber
resilience and good practice across the Scottish Government and its agencies
e The standards of cyber resilience adopted by the Scottish Government’s online
services — and those of other public agencies - will be available to service users.

4 )

5) CONSULTATION QUESTION

Do you agree with the main areas of focus for effective leadership and promoting
collaboration?

Are there any other areas that should be considered?

- J
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Objective 2: Raise awareness and ensure effective communication

Criminals make use of the internet either through weaknesses in system coding or more
commonly by exploiting human behaviour. Human beings are therefore the primary cyber
risk, often due to lack of understanding and sometimes naive online behaviour. It is vital
individuals and businesses build resilience and that we all foster a culture of cyber
awareness and preparedness.

Trusted networking between businesses and government will ensure the usefulness of
sharing sensitive information on cyber threats, vulnerabilities and their potential
consequences.

Online Code of Gonduct:
10 tips for staying safe online il

PUTAPINONIT BE SOFTWARE SAVVY

1er it el med - Protect all your devices with anti-virus software
and make sure you regularly install updates to any
programs or apps, as they often include improved
security settings.

Check the privacy settings on all of your
" media accou 50 that only the peopl
u and your -Jﬂ'l' 4 want to shar r information with cal

BID_SMJ‘-\HTI.\'

MANAGE YOUR MESSAGES

Never open or forward a suspicious looking emaill, . - If you are a victim of online fraud, repor it to
or respond to a social media message from [ s www.actionfraud.police.uk, this way we can
someone you don't know. all help to make the internet a safer place.
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Main areas of focus:

e The Scottish Government alongside its partners to co-ordinate general awareness
raising activity to promote a culture of cyber resilience among all Scottish citizens,
including promoting the national online safety websites Get Safe Online'” and E-
crime Scotland™® across Scotland

e Stakeholders and partners to implement audience-specific awareness raising activity,
targeted at employees, educators, leaders and board members

e Working alongside the UK Government, the Scottish Government and partners from
across the business world to form a network to share information about online
threats and vulnerabilities.

e Industry professionals to develop and promote best practice in cyber resilience

4 )

6) CONSULTATION QUESTION

Do you agree with the main areas of focus for raising awareness and ensuring effective
communication?

Are there any other areas that should be considered?

o J

"https://lwww.getsafeonline.org/

'8 https://www.ecrimescotland.org.uk/
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Objective 3: Develop education and skills in cyber resilience

We all should be able to exploit digital opportunities for our personal fulfilment and
professional development, whilst knowing how to protect ourselves from risks. Education
and skills are an important part of the cyber resilience agenda.

Cyber resilience skills for every citizen
Every child, young person and adult must have cyber skills for learning, life and work.

In addition to public awareness raising campaigns, the curriculum needs to develop skills
which will allow learners to become more cyber resilient, and learning materials and
guidance needs to be available for all educators, including those in non-formal learning
contexts, such as youth work and the voluntary sector.

Core cyber competence for all professions

Many jobs already feature or have some connection to digital technology and this will only
intensify. Whether it’s a healthcare worker entering or accessing patient data, a
maintenance professional managing a WiFi -enabled heating control system, or a farmer
using satellite technology to plot optimum crop yields — any technology in cyber space may
be vulnerable to malicious or accidental damage. Therefore, training in all vocational areas,
not just digital occupations, need to include specific learning outcomes relating to cyber
resilience.

Schools and Police Scotland working together for a safe online experience

- - w j
S T g
. f‘-‘ *= N8 First year pupils at Kyle Academy in Ayr

take part in a 12-week course on Cyber
Security.

-
—

x

The course, developed with Police Scotland and Scottish Universities, focused on:

Password security
Online bullying
Grooming
Computer Crime
Social networking

Learners get the chance to take their knowledge home, discovering how much (or little!)
their parents and carers know about online security and then helping them to become
more cyber resilient

POLICE

SCOTLAND




Building an effective workforce of cyber security professionals in Scotland

It is crucial that we have technical expertise in cyber security, and that we support the
growth of a world-leading professional sector in cyber security work. For Scotland’s
continued economic growth we must ensure professional learning opportunities are
available to support the development of this rapidly growing economic sector.

Main areas of focus:

e The Scottish Government and its partners promote the development and delivery of
cyber resilience education in early learning and childcare settings, schools, colleges,
universities and other learning settings

e Business partners build cyber resilience capabilities within workforces

e Scottish Enterprise and other business partners help develop the cyber security and
resilience goods and services industry in Scotland

-

7) CONSULTATION QUESTION \

Do you agree with the main areas of focus for developing education and skills in cyber
resilience?

Are there any other areas that should be considered?

Objective 4: Strengthen research and innovation
Cyberspace is continuously evolving and it is important that we keep up with this change.

The true size and scale of cyber related criminality, and the cost to people and
organisations, is challenging to measure for a number of reasons, including lack of clarity on
when, what, where, who and how to report such issues. It is important that the recording
of cybercrimes is developed in such a way that can help create a baseline for measurement
and help decide our priorities.

Scottish researchers should be at the forefront of building knowledge and intelligence.
Universities and colleges should work together with industry user groups and the Scottish
Government. Scottish participation in international forums should be encouraged. The
Scottish Government with the help of Police Scotland should be able to articulate the cost to
our economy as a result of cybercrime and limited cyber resilience among our citizens and
businesses.

20




Scottish businesses, especially those in high technology sectors need to protect their
intellectual property. Scottish business organisations, including the enterprise companies,
should be at the leading edge of collaborative measures to enhance the cyber resilience of
key sectors and enterprises.

The UK Government has set a national target of exporting £2 billion of cyber security goods
and services annually*®. Scotland’s world beating university research combined with our
entrepreneurial expertise should create a steady stream of start-up companies in this sector
creating a long term economic benefits.

Main areas of focus:
e The Scottish Government, Police Scotland and other partners progress with research
to baseline the cost of cybercrime to Scotland
e Partners undertake and share research on understanding “what works” in

preventing cybercrime, using knowledge from local, national and international
angles

e Partners work together to target funding for cyber resilience research

e Enterprise funding is targeted at innovative methods to support the cyber resilience
of individual or groups of enterprises.

8) CONSULTATION QUESTION

Do you agree with the main areas of focus for strengthening research and innovation?

Are there any other areas that should be considered?

\_ J

19 http://www.contracts.mod.uk/features/uk-cyber-security-strategy-the-next-big-export/
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8. How will we use this strategy to achieve real change?

Implementation
This high level strategy for cyber resilience in Scotland is the overarching driver for change.

For each of the outcomes, the Scottish Government and its partners are developing a
detailed action plan setting out the short, medium and long term activities. These specific
measures will be published in early 2016. Within this action plan there will be practical
activities, projects and improvements to support individuals and organisations to become
more cyber resilient, as well as steps to build up the cyber security goods and services sector
in Scotland.

Please help us to address this task together. It is essential that stakeholders commit to
successfully implementing the strategy and associated action plan. Successful
implementation of this strategy will require the input and the action from every part of
Scottish society — communities, small businesses, large organisations, local authorities, third
sector organisations, academia, law enforcement and central government and, of course,
citizens themselves.

4 )

9) CONSULTATION QUESTION

Are there actions that will help us achieve making Scotland and its people more cyber
resilient?

\_ J
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9. How will we know if we are succeeding?
The Scottish Government will be asking stakeholders to share their action plans and keep
track of milestones and progress on an annual basis. This will help to provide regular

updates to the national strategic implementation group (see Objective 1).

Given the rapid technological changes and local, national and international developments in
this area, it is vital to capture learning and share effective practice.

We will know we are succeeding if we are able to see a step-change in the cyber resilience
of citizens, businesses, organisations and government. Scotland will:

v" be a place where individuals and families can make the most of the internet
safely

v" be a place where businesses can operate and trade with minimal risk

v" have an excellent global reputation for being a secure place to set up businesses
and to trade with

v" have trusted and effective online public services

v" ensure that critical emergency, infrastructure and key services such as financial
services can continue to work effectively in the face of a cyber attack

v’ capitalise on, and grow, a cyber security goods and services industry to meet the
demand of the rest of the world

\
10) CONSULTATION QUESTION
Do you think these monitoring and evaluating arrangements are sufficient? If not, what
arrangements would you like to see?
J
\
11) CONSULTATION QUESTION
Have you ever experienced cyber crime (see diagram on page 11)? If so, did you report
it? Please provide details.
\_ J
\
12) CONSULTATION QUESTION
Would you be willing to share your experiences with us?
g J
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Annex A

Glossary

Cybercrime: an umbrella term used to describe two distinct, but closely related criminal
activities: cyber-dependent and cyber-enabled crimes. Cyber-dependent crimes are offences
that can only be committed by using a computer, computer networks, or other forms of ICT
e.g. malicious software, hacking. Cyber-enabled crimes are traditional crimes that are
increased in their scale or reach by the use of computers, computer networks or other ICT
e.g. fraud, theft.

Cyber resilience: being able to prepare for, adapt to, withstand and rapidly recover and
learn from disruptions from cyber criminality/attacks. To do this, people need to develop
the skills, knowledge and understanding of the risk, in whatever setting they find
themselves in, and then take the necessary steps to prepare for and respond to such events.

Cyber security: the collection of tools, policies, security concepts, security safeguards,
guidelines, risk management approaches, actions, training, best practices, assurance and
technologies that can be used to protect the cyber environment and organization and user’s
assets

Cyberspace: Cyberspace is the complex environment that results from the interaction of
people, software and services on the Internet by means of the technology devices and

networks connected to it, which does not exist in any physical form.

Hacking: breaking into computer systems
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RESPONDENT INFORMATION FORM

Please Note this form must be returned with your response to ensure that we handle your response
appropriately

1. Name/Organisation
Organisation Name

Title Mr[_] Ms[ ] Mrs[ ] Miss[ ]| Dr[] Please tick as appropriate

Surname

Forename

2. Postal Address

Postcode Phone Email

3. Permissions - | am responding as...

Individual I Group/Oraanisation

Please tick as appropriate

(a) Do you agree to your response being made (C) The name and address of your organisation
available to the public (in Scottish will be made available to the public (in the
Government library and/or on the Scottish Scottish Government library and/or on the
Government web site)? Scottish Government web site).

Please tick as appropriate I:' Yes I:' No

(b) Where confidentiality is not requested, we will Are you content for your response to be made
make your responses available to the public available?
on the following basis
Please tick ONE of the following boxes Please tick as appropriate I:‘ Yes I:‘ No
Yes, make my response, name and |:|

address all available
or

Yes, make my response available, |:|

but not my name and address
or

Yes, make my response and name |:|
available, but not my address

(d) We will share your response internally with other Scottish Government policy teams who may be addressing the
issues you discuss. They may wish to contact you again in the future, but we require your permission to do so.
Are you content for Scottish Government to contact you again in relation to this consultation exercise?

Please tick as appropriate I:' Yes I:'No
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CONSULTATION QUESTIONS

National leadership; Shared responsibilities; Working together; Protecting Scotland’s values
Q1  Are the guiding principles right for this strategy?

Yes [ | No []

Are there any other principles that should be considered when continuing to
develop the strategy?

Comments

Our vision is for a cyber resilient Scotland that is safe, secure and prosperous

Q2 Do you agree with the vision?

Yes [ | No []

Strategic Outcomes:

1. Our citizens are informed, empowered, safe and confident in using online technologies
2. Our businesses are resilient and can trade and prosper securely online

3. We all have confidence in the resilience of our digital public services

Q3 Do you agree with the strategic outcomes?

Yes [ | No []

Are there additional outcomes that should be considered?
Comments

Key Objectives:

1. Provide effective leadership and promote collaboration
2. Raise awareness and ensure effective communication
3. Develop education and skills in cyber resilience

4. Strengthen research and innovation

Q4 Do you think these are the right objectives to focus on?

Yes [ | No []

Are there additional key objectives that should be considered?
Comments
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Objective 1: Provide effective leadership and promote collaboration

Main areas of focus:

Q5

The Scottish Government to set up and lead a national strategic implementation group
to implement, monitor and evaluate the impact of this strategy

The Scottish Government to be at the forefront of providing safe and secure services,
and sharing their knowledge with other organisations

Collaborating with partners, the Scottish Government will lead and coordinate efforts to
develop national cyber resilience

Ministers and their officials continue to raise the profile of the importance of cyber
resilience across a range of policy areas

Ministers report on the Government’s progress in building a culture of cyber resilience
and good practice across the Scottish Government and its agencies

The standards of cyber resilience adopted by the Scottish Government’s on-line
services — and those of other public agencies - will be available to service users.

Do you agree with the main areas of focus for effective leadership and

collaboration?

Yes [ | No []

Are there other areas that should be considered?
Comments

Objective 2: Raise awareness and ensure effective communication

Main areas of focus:

Q6

The Scottish Government alongside its partners to co-ordinate general awareness
raising activity to promote a culture of cyber resilience among all Scottish citizens,
including promoting the national online safety websites Get Safe Online and E-crime
Scotland across Scotland

Stakeholders and partners to implement audience-specific awareness raising activity -
targeted at employees, educators, leaders and board members

Working alongside the UK Government, the Scottish Government and partners from
across the business world to form a network to share information about online threats
and vulnerabilities

Industry professionals develop and promote best practice in cyber resilience

Do you agree with the main areas of focus for raising awareness and

ensure effective communication?

Yes [ | No []

Are there other areas that should be considered?
Comments
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Objective 3: Develop education and skills in cyber resilience
Main areas of focus:

e The Scottish Government and its partners promote the development and delivery of
cyber resilience education in early learning and childcare settings, schools, colleges,
universities and other learning settings

e Business partners build cyber resilience capabilities within workforces

e Scottish Enterprise and other business partners help develop the cyber security and
resilience goods and services industry in Scotland

Q7 Do you agree with the main areas of focus for developing education and
skills in cyber resilience?

Yes [ ] No [ ]

Are there other areas that should be considered?
Comments

Objective 4: Strengthen research and innovation
Main areas of focus:
e The Scottish Government, Police Scotland and partners progress with research to
baseline the cost of cybercrime to Scotland
e Partners undertake and share research on understanding “what works” in preventing
cybercrime, using knowledge from local, national and international angles
e Partners work together to target funding for cyber resilience research
e Enterprise funding is targeted at innovative methods to support the cyber resilience of
individual or groups of enterprises

Q8 Do you agree with the main areas of focus for strengthening research
and innovation?

Yes [ | No []

Are there other areas that should be considered?
Comments

How will we use the strateqy to achieve real change?

For each of the outcomes, the Scottish Government and its partners are developing a detailed
action plan setting out the short, medium and long term activities. These specific measures will
be published in early 2016. Within this action plan there will be practical activities, projects and
improvements to support individuals and organisations to become more cyber resilient, as well
as steps to build up the cyber security goods and services sector in Scotland.

Q9 Are there additional actions that will help us achieve making Scotland
and its people more cyber resilient?

Comments
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How will we know if we are succeeding?

The Scottish Government will be asking stakeholders to share their action plans and keep track
of milestones and progress on an annual basis. This will help to provide regular annual updates
to the national strategic implementation group.

Q10 Do you think the monitoring and evaluation arrangements are
sufficient?

Yes [ | No []

If not, what arrangements would you like to see?
Comments

Q11 Have you ever experienced cyber crime (see examples on page 16)?

Yes [ | No []

If so, did you report it? Please provide details.

Comments

Q12 Would you be willing to share your experiences with us?

Yes [ | No []
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